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FILE NUMBERS

Council: 58-2018-26-1

Department: To be provided at Gateway Determination.

SUMMARY

Subject land: Lot 1 DP 1191203 (610 Seaham Road)
Nelsons Plains

Proponent: Portree Park Pty Lid (c/o Perception
Planning)

Proposed changes: Amend the mapping in the Port Stephens

Local Environment Plan 2013 to:

¢ Rezone the subject land from RU1
Primary Production to R5 Large Lot
Residential

¢ Reduce the minimum lot size provisions
for the subject land from 40 hectares to

8,000m2.
Area of land: 38.9 hectares
Lot yield: Approximately 38 lots

SUBJECT LAND

The subject land (see Figure 1) has a total area of 38.9 hectares and has
direct frontage and access to Seaham Road, the main arterial road
connecting Seaham and Raymond Terrace. The subject land is approximately
8 minutes’ drive north-west of Raymond Terrace and 20 minutes’ drive north-
east of Maitland.

Surrounding uses include a mix of rural residential allotments and larger
agricultural allotments used for grazing and poultry farms west and south of
the land. The subject land was historically used for cattle grazing however is
currently vacant.

It has a gentle fall east towards the Williams River and contains scattered
vegetation along its western frontage with Seaham Road. Two manufactured
dams are in the centre and in the south-east of the property and originate
from two separate first order watercourses crossing the northern and eastern
lot boundaries. An unformed road reserve extends along the southern
boundary from Seaham Road to the Williams River.
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Section A — Need for the planning proposal

Q1. Is the planning proposal a result of an endorsed local strategic
planning statement, strategic study or report?

Yes. The planning proposal is the result several strategic planning
documents. The Port Stephens Local Strategic Planning Statement (LSPS)
includes ‘Planning Priority 9 — Protect and preserve productive agricultural
land’. Action 9.1 implements the Planning Priority:

Prepare a local housing strategy that includes assessment criteria for
new rural residential development to protect existing and pofential
productive agricultural land

The Port Stephens Local Housing Strategy (Live Port Stephens) includes
Rural Residential Criteria. The planning proposal is consistent with the criteria
as provided in response to Question 4.

Q2. Is the planning proposal the best means of achieving the intended
outcome or is there a better way?

Yes. Amending the land zoning and minimum lot size maps within the LEP is
the best means of enabling rural residential subdivision and housing at 610
Seaham Road, Nelsons Plains (Lot 1, DP 1191203). The following alternative
approaches were considered:

+ Alternative option 1: Not rezoning the subject land

The intended outcome cannot be achieved by maintaining the existing
RU1 Primary Production zone and 40ha minimum lot size.

¢ Alternative option 2: Schedule 1 — Additional permitted uses
An additional permitted use to facilitate rezoning and subdivision is not

preferred as per the NSW Government's guidance that Schedule 1
should be used in exceptional circumstances.
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The HRP provides the following objectives for rural residential development
and a response relevant to the planning proposal is provided:

Objective

Response

1.

Not impact on
strategic or important
agricultural land,
energy, mineral or
extractive resource
viability or biodiversity
values.

Consistent.

Existing rural residential development is
located to the north, south and west of the
subject land. The subject land is not strategic
agricultural land nor identified as containing
significant energy, mineral or extractive
resource viability or biodiversity values. An
odour assessment has been prepared in
support of the planning proposal and
recommends mitigation measures to minimise
potential impacts on existing poultry farms
operating in proximity to the subject land.
Further consideration of potential land use
conflict is provided in response to Question 8
of this planning proposal.

Not impact on drinking
water catchments.

Consistent.

The subject land is not located in a drinking
water catchment.

Not result in greater
natural hazard risk.

Consistent.

The subject land is not flood prone land (with
the exception of minimal land mapped within
the probable maximum flood), however it does
become isolated during major flooding events.
A Flood Free Access Report has been
prepared in support of the planning proposal,
which identifies sufficient flood free ground
available, and if residents do not choose to
stay then adequate warning time exists to
permit evacuation prior to the subject land
becoming isolated.

The subject land is bushfire prone and a
Preliminary Bush Fire Assessment has been
prepared in support of the planning proposal.
An indicative subdivision plan demonstrates
that the proposed lot sizes allow sufficient
distance for asset protection zones. It is
recommended that an updated report be
prepared should the planning proposal receive
a Gateway determination to proceed to reflect
the Planning for Bushfire Protection 2019.
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Objective

Response

4. Occur on land that is
unlikely to be needed
for urban
development.

Consistent.

The subject land is not identified for more
intensive urban development in the LSPS or
Live Port Stephens. The land is within 800m of
an existing R5 zone and therefore considered
suitable for rural residential development.
Given the land is not currently nor planned to
be serviced by reticulated sewer, the land is
unlikely to be needed for urban development.

5. Confribute to the
conservation of
important biodiversity
values or the
establishment of
important corridor
linkages.

6. Facilitate expansion of
existing and new
tourism development
activities in
agricultural or
resource lands and
related industries
across the region.

Consistent.

The proposed lot size will allow for the
retention of existing trees and conservation of
the subject land’s biodiversity values. The
subject land is not part of any regionally
significant biodiversity corridors. A Biodiversity
Development Assessment Report (BDAR) will
be prepared should the planning proposal
receive a Gateway to proceed. Further detail
on environmental values are provided in
response to Question 7 of this planning
proposal.

Consistent.

The proposal does not seek to facilitate the
expansion of existing or new tourism
development. Rather, it seeks to contribute to
housing diversity.

The planning proposal is consistent with the HRP objective of providing
housing opportunities near essential services and in an area with sufficient

infrastructure already in place.

Greater Newcastle Metropolitan Plan 2036

Yes. The planning proposal will give effect to the vision of the Greater
Newcastle Metropolitan Plan 2036 (GNMP) for Australia’s newest and
emerging economic and lifestyle city offering great lifestyles minutes from
bushland and the airport (see Figure 5).

The planning proposal will give effect to:

e Strategy 18 — Deliver well-planned rural residential housing areas
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The GNMP provides the following objectives for rural residential development
and a response relevant to the planning proposal is provided:

required for
more intensive
urban
purposes in
the future due
to physical
constraints
such as slope,
environmental
characteristics,
or natural
hazards.

Objective Response
1. The landis Consistent.
unlikely to be

The land is not identified for more intensive urban
development in the LSPS or Live Port Stephens.
Given the land is not currently, nor planned to be,
serviced by reticulated sewer, the land is unlikely to
be needed for urban development. The
characteristics of the land and surrounding locality
are consistent with rural residential development. The
proposal will enable the extension of rural residential
development to the subject land.

Less intensive
development
will resultin
better
management
of the land.

Consistent.

Odour and ecological assessments prepared in
support of the planning demonstrate that more
intensive urban development is unlikely to result in
better management of the land and potential
environmental impacts. It is considered that rural
residential housing on 8,000m2 is an appropriate
scale of development that will complement existing
land uses and respond to the relevant characteristics
of the subject land and its surrounds.

The delivery of
infrastructure
required to
service the
development
is physically
and
economically
feasible.

Consistent.

The subject land is serviced by electricity and
telecommunications infrastructure that shall be
extended upon subdivision of the subject land.
Consultation will be undertaken with Hunter Water
Corporation (HWC) should the planning proposal
receive a Gateway determination to proceed to
confirm the capacity of existing water infrastructure.
Connection to a reticulated sewer system is not
available and unlikely to be economically feasible
however this will be confirmed during consultation
with HWC post-Gateway.

The planning proposal is consistent with the GNMP by delivering well-planned
rural residential housing areas close to jobs and services.
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Port Stephens Local Housing Strategy (Live Port Stephens)

Yes. The planning proposal will give effect to Live Port Stephens. Live Port
Stephens provides criteria that outlines the key requirements and constraints
that require consideration in preparing rezoning requests for rural residential

housing.

The following table lists those criteria and provides an appropriate response

for the proposal:

E3 or E4.

Criteria Summary | Response
Locational Criteria
1. Zoned RU1, RU2, Consistent.

The subject land is zoned RU1 Primary
Production.

2. Located at least
800m from RUS5, R1
and R2 zones.

Consistent.

The subject land is not within 800m of existing
RUS5 Rural Village, R1 General Residential or R2
Low Density Residential zoned land.

3. Within 800m of R5
zone.

Consistent.

Almost the entire land holding is 800m from
existing land zoned RS Large Lot Residential.

Exclusionary Criteria

4. Areas identified for
potential urban
housing.

Consistent.

The subject land is not identified for urban
housing.

5. Land within a 2km
from existing or
planned major
employment areas.

Consistent.

The subject land is not within 2km of an existing
or planned major employment area.

6. Slopes greater than
18 degrees.

Consistent.

The subject land slope is not greater than 18.

7. Class 1 and 2 acid
sulphate soils.

Consistent.

The subject land is not mapped as Class 1 or 2
soils.

8. Land within the
Flood Planning Area.

Consistent.
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Criteria Summary

Response

The subject land is not mapped as Flood
Planning Area.

9. High biodiversity
value land.

Consistent.

The subject land is not mapped as having high
biodiversity value.

10.Noise exposure
areas within an
ANEF 25 or greater.

Consistent.

The subject land is not located in the noise
exposure area with an ANEF 25 or greater.

11.Land identified as
Important
Agricultural Land.

Consistent.

The subject land is not mapped as Biophysical
Strategic Agricultural Land (BSAL).

12.Land within 500m of
extractive industries,
quarrying or mining.

Consistent.

The subject land is not located within 500m of
known extractive industries, quarrying or mining.

13.Land identified as
having known
mineral resource
potential.

Consistent.

The subject land is not identified by the State
Government as having known mineral resource
potential.

Management Criteria

14.Flooding — Land that
has the potential to
be isolated in flood
events, must
demonstrate access
to evacuation
faciliies via a public
road that is given 24
hours waming of
flood isolation.

Consistent.

The Flood Free Access Report states that ‘the
Williams River catchment is substantially large
with an associated long response time and
therefore adequate warning time exists to permit
evacuation prior to the subject land being cut off'.
The exact warning time and mechanism to
provide that warning can be managed through an
appropriate management plan that accompanies
the DA. Signage in the estate would be the best
mechanism to provide notification.

15. Bushfire — Land
identified as bush
fire prone land must
demonstrate
consistency with
Planning for Bush

Fire Protection 2019.

Consistent.

The planning proposal identifies that an updated
Bushfire Assessment Report is to be provided
should the planning proposal receive a Gateway
determination to proceed. Bushfire is a low risk

PORT STEPHENS COUNCIL

15




ORDINARY COUNCIL - 25 AUGUST 2020 - ATTACHMENTS

ITEM 3 - ATTACHMENT 3 PLANNING PROPOSAL.

Criteria Summary

Response

that can be managed given the lack of recorded
fire history in the locality.

16. Environmentally
Sensitive Land —
Land in coastal
management areas
must be justified by a
study or strategy to
demonstrate
consistency with the
SEPP.

Consistent.

The subject land is not identified as a coastal
management area.

17. Environmentally
Sensitive Land —
Land that includes
koala habitat areas
and/or corridors,
significant native
vegetation,
endangered
ecological
communities,
threatened species
or habitats must
submit a Preliminary
Ecological
Assessment.

Consistent.

An Ecological Assessment has been prepared
and recommends further investigations be carried
out should the planning proposal receive a
Gateway determination to proceed. Further
consideration of environmentally sensitive land is
provided in response to Question 7 of this
planning proposal.

18. Environmentally
Sensitive Land —
Demonstrate how
the proposal will
contribute to the
conservation of
important
biodiversity values or
the establishment of
important
biodiversity linkages.

Consistent.

An Ecological Assessment has identified trees to
be retained, which will contribute to the
conservation of important biodiversity. Further
investigations will be undertaken should the
planning proposal receive Gateway determination
to proceed. Further consideration of
environmentally sensitive land is provided in
response to Question 7 of this planning proposal.

19. Aboriginal Cultural
Heritage — An initial
assessment of the
likelihood of
Aboriginal cultural
heritage values.

Consistent.

An Aboriginal Heritage Assessment has been
undertaken which identifies the need for a site
inspection post Gateway. Further consideration of
aboriginal cultural heritage is provided in
response to Ministerial Direction 2.3.

PORT STEPHENS COUNCIL
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Criteria Summary

Response

20.Drinking Water

Catchment — Must
be able to be
connected to
reticulated sewer or
able to demonstrate
a neutral or
beneficial effect
(NorBE) on water
quality.

Consistent.

The subject land is not located in a Drinking
Water Catchment.

21.

Rural Land
Resources — Land
within 1km from
existing agricultural
industries (e.g.
pouliry farms,
aquaculture)
measured from
property boundary to
property boundary
are requirement to
provide expert
reports (e.g. noise,
odour, visual
amenity and
biosecurity risks etc.)
to establish
appropriate
setbacks.

Consistent.

An Odour Assessment Report, Peer Review and
Community Questionnaire has been provided
identifying minimal odour impacts on the subject
land from surrounding poultry sheds (see Figure
7). The Odour Assessment Report identifies that
odour due to poultry farms has not historically
been an issue for the area and it recommends
building envelopes on the closest lots to ensure
future dwellings can achieve the predicted EPA
odour assessment criteria. Further consideration
of potential odour impacts is provided in response
to Question 8 of this planning proposal.

22.Scenic Amenity —

Land within high or
very high landscape
area must submit a
visual impact
assessment.

Consistent.

The land is identified by the Rural Lands Study as
being within the River Estuary area (see Figure
10) characterised by the floodplains of the
Paterson and Williams River offering distant
views of pasture and wetlands. Given the
proximity of existing rural residential areas and
the consistency of the proposal with adjoining
land, it is not considered that the proposal will
detract from the scenic values identified.

23.Scenic Amenity —

Identify an
appropriate buffer
zone between

Consistent.
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Criteria Summary

Response

housing and existing
road corridors.

The Indicative Subdivision Layout (Figure 12)
proposes the retention of existing trees along
Seaham Road, which will provide a buffer.

24 Infrastructure and
Services —
Demonstrate the
land will be
accessed via a
sealed road.

Consistent.

Seaham Road is a sealed road.

25. Infrastructure and
Services —
Demonstrate the
land will not result in
the creation of direct
access to a State
Road.

Consistent.

Seaham Road is not a State Road.

26. Infrastructure and
Services —
Demonstrate the
land will not create
additional demand
for unplanned State
infrastructure
upgrades.

Consistent.

The proposal is not likely to result in the need for
State infrastructure upgrades.

27 . Infrastructure and
Services —
Demonstrate the
land will be
connected to
reticulated power

supply.

Consistent.

The subject land is connected to a reticulated
power supply.

28. Infrastructure and
Services —
Demonstrate that the
land is able to
dispose of onsite
sewage.

Consistent.

The proposal will provide a Wastewater
Management Report post Gateway. A preliminary
geotechnical assessment report has already been
provided and significant area exists given that
only 4,000sgm is required for onsite effluent
disposal.
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The following relevant matters are identified within the RRS as requiring

investigation:

Matter for Investigation

Response

1. Estimated potential yield: 25
Rural living lots, with a 1ha
minimum lot size. A mix of lot
sizes, including some lots
smaller than 2ha, may be
appropriate in keeping with the
character of the Brandy Hill
area.

An estimated yield of 25 rural living
lots at 1ha in size has been based
on a desktop analysis.
Investigations to support the subject
planning proposal, including an
odour assessment, have provided a
detailed analysis of the suitability of
the subject land for rural residential
purposes. Itis considered that the
proposed lot size of 8,000m2 is
appropriate given the mitigation of
potential odour impacts and
avoidance of environmentally
sensitive and flood prone land and
proximity to Raymond Terrace.

2. Timing: Short - medium term

The RRS was prepared in 2015 and
identified short-term investigation
areas as likely to be investigated for
development within 5 years. The
proposal is considered to align with
this timing.

3. Southern and western edge
adjoins areas of significant
agricultural potential therefore
maintain the size of agricultural
holdings and ensure that there
are suitable buffers between
intensive agriculture (including
existing cluster of poultry sheds
to the north) and dwellings.

The RRS identifies the need to
exclude lots greater than 80ha for
agricultural or biodiversity purposes.
The subject land is less than 40ha.

The subject land is within proximity
to several pouliry sheds. An Odour
Assessment has been provided and
determined that an acceptable
outcome can be achieved for future
allotments by preserving building
envelopes.

4. |solated by flooding, so there
needs to be provision for flood
evacuation to nearest centre
(Maitland/ Raymond Terrace)
and stock refuge areas.

The Flood Free Access Report
states that ‘the Williams River
catchment is substantially large with
an associated long response time
and therefore adequate waming
time exists to permit evacuation
prior to the site being cut off. The
exact waming time and mechanism
to provide that warning can be
managed through an appropriate
management plan that accompanies
the DA. Signage in the estate and
within future dwellings would be the
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Notwithstanding, the following further assessments are recommended to
understand the effects on critical habitat or threatened species, populations or
ecological communities or their habitats should the planning proposal receive
a Gateway determination to proceed:

+ BAM field survey covering the site, including required plots and
targeting all relevant threatened species during appropriate survey
periods (August and November) as per the NSW Bionet Threatened
Biodiversity Profile Data Collection.

o BAM calculator runs using collected data and initial desktop bushfire
constraints mapping to inform refinement of subdivision design.

¢ CKPoM assessment for rezoning proposals

* Biodiversity Development Assessment Report (BDAR)

An updated bushfire assessment will also be undertaken to determine the
extent of clearing that will be required to maintain asset protection zones, and
associated ecological impacts, particularly within the areas shown as
vegetation to be retained.

Q8. Are there any other likely environmental effects as a result of the
planning proposal and how are they proposed to be managed?

Yes. The predominant land uses surrounding the site comprise rural residential
dwellings, rural dwelling houses, cattle grazing activities and intensive
agriculture (poultry farms). While there is rural residential land surrounding the
subject land (see Figure 7), the introduction of rural residential land uses within
a rural allotment may confribute to the creation of conflicting land use issues.

To consider and manage potential impacts an Odour Assessment Report,
Peer Review and Community Questionnaire have been prepared in support of
the planning proposal.

The Odour Assessment identified varying levels of odour impact, ranging from
1-10, across the subject land (see Figure 11). A majority of the subject land
experiences odour impacts from 1-3 units with higher levels concentrated in
the north-west portion of the subject land and along the Seaham Road
frontage. The Environment Protection Authority’s odour assessment criteria
provides an acceptable population of community affected for each odour unit.

The Odour Assessment recommends citing future development below odour
level 4 and the indicative subdivision layout (see Figure 12) complies with this
recommendation by minimising allotments along the westem boundary of the
subject land and providing building envelopes.

43
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The Brandy Hill community have access to community services and facilities
within the regional centre of Raymond Terrace, and Maitland and access to
recreational facilities locally and within the wider Port Stephens locality.
Additional demand from growth in the rural west is likely to continue to be met
by either Raymond Temace or centres within the Maitland LGA. The proposal
will provide much needed housing for Port Stephens in a location that is in
proximity to the major centre of Raymond Terrace. The impacts of the
proposal will be reduced by the retention of the most significant trees and
putting in place evacuation arrangements during significant flooding events.

Section D — State and Commonwealth interests
Q10. Is there adequate public infrastructure for the planning proposal?

Yes. Connection to a reticulated sewer system is not available therefore
onsite wastewater systems shall be required for each lot which remains
consistent with the surrounding rural residential development of Brandy Hill.
An updated Onsite Wastewater Management Report will be provided should
the planning proposal receive a Gateway to proceed.

It is considered that there is sufficient infrastructure capacity in the existing
road networks to support the proposal. An updated Traffic Assessment Report
will be provided to consider the impact of development on the local road
network should the planning proposal receive a Gateway determination to
proceed. Therefore, the expected growth/demand from the amendments is
not expected to place excessive demands on infrastructure.

Q11. What are the views of state and Commonwealth public authorities
consulted in accordance with the Gateway determination?

Consultation with relevant State and Commonwealth agencies can be
undertaken following a Gateway determination to proceed. It is envisaged that
the following agencies will be consulted:

NSW Rural Fire Service Environment, Energy and
Department of Primary Science Group
Industries — Agriculture *  Worimi Aboriginal Land
. Department of Primary Council
Industries — Water . Hunter Water Corporation

. Department of Planning,
Industry and Environment -

PART 4 — Mapping

Proposed changes to the Land Zoning Map and Lot Size Map are provided in
Part 2 of this planning proposal (see Figures 2 and 3). Maps will be prepared in
accordance with the Department of Planning, Industry and Environment's
‘Standard technical requirements for spatial datasets and maps’ following a
Gateway determination to proceed.
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PART 5 — Community consultation

Community consultation will be undertaken in accordance with the Gateway
determination.

Notice of the public exhibition period will be placed on Council's website. The
exhibition material will be on display at the following locations during normal
business hours:

. Council's Administration Building, 116 Adelaide Street, Raymond Terrace;
. Raymond Terrace Library, Port Stephens Street, Raymond Terrace;
. Tomaree Library, Town Centre Circuit, Salamander Bay.

PART 6 — Project timeline

Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul

20 20 20 20 20 271 M A M M M M M N

Aug Sep Oct

Al

Gateway X X
Determination

Further
Studies*
Agency
Consultation
Public
Exhibition

Review of
Submissions
Council
Report
Parliamentary
Counsel

X — Window for targeted surveys to be undertaken as part of a BDAR, should
the planning proposal receive a Gateway determination to proceed.

*Including:

¢ Addendum to Aboriginal
Heritage, Ecological and
Traffic Impacts Assessments

» Bushfire Assessment Report

* Preliminary Contamination
Assessment

» Wastewater Management
Report

e Site Survey

¢ Addendum to Indicative
Subdivision Layout
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PART 1 — INTRODUCTION

The Privacy and Personal Information Protection Act 1998 (the “PPIPA”) requires all
councils to prepare a Privacy Management Plan outlining their policies and practices
to ensure compliance with the requirements of that Act and the Health Records and

Information Privacy Act 2002 (the HRIPA).

In particular, the object of this plan is to inform:

o The community about how their personal information will be used, stored and
accessed after it is collected by the Council; and

o Council staff of their obligations in relation to handling personal information and
when they can and cannot disclose, use or collect it.

The Privacy and Personal Information Protection Act 1998 ("PPIPA”) provides for the
protection of personal information and for the protection of the privacy of individuals.

Section 33 of the PPIPA requires all councils to prepare a Privacy Management Plan
(the “Plan”) to deal with:

o the devising of policies and practices to ensure compliance by the Council with
the requirements of the PPIPA and the Health Records and Information Privacy
Act 2002 ("HRIPA");
the dissemination of those policies and practices to persons within the Council;
the procedures that the Council proposes for intemal review of privacy
complaints;

o such other matters as are considered relevant by the Council in relation to
privacy and the protection of personal information held by it.

This Plan has been prepared for the purpose of section 33 of the PPIPA.

PPIPA provides for the protection of personal information by means of 12 Information
Protection Principles. Those principles are listed below:

Principle 1 - Collection of personal information for lawful purposes

Principle 2 - Collection of personal information directly from individual
Principle 3 - Requirements when collecting personal information

Principle 4 - Other requirements relating to collection of personal information
Principle 5 - Retention and security of personal information

Principle 6 - Information about personal information held by agencies
Principle 7 - Access to personal information held by agencies

Principle 8 - Alteration of personal information

Principle 9 - Agency must check accuracy of personal information before use
Principle 10 - Limits on use of personal information

Principle 11 - Limits on disclosure of personal information

Principle 12 - Special restrictions on disclosure of personal information

Those principles are modified by the Privacy Code of Practice for Local Government

(“the Code”) made by the Attorney General. To date there has been no Health
Records and Information Privacy Code of Practice made for Local Government.

Port Stephens Council Privacy Management Plan 2
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“health information” in the PPIPA’s consideration of public registers (discussed
below). “Health information” is considered in Part 4 of this Plan.

Where the Council is requested to provide access or make a disclosure and that

information has already been published, then the Council will rely on the provisions of

the relevant Act that authorises Council to hold that information and not the PPIPA
(for example, section 8 of the Government Information (Public Access) Act 2009
(GIPA Act).

Council considers the following to be publicly available publications:

An advertisement containing personal information in a local, city or national
newspaper,

Personal information on the Internet;

Books or magazines that are printed and distributed broadly to the general
public;

Council Business papers or that part that is available to the general public;

Personal information that may be a part of a public display on view to the
general public.

Information published in this way ceases to be covered by the PPIPA.

Council’s decision to publish in this way must be in accordance with PPIPA.

1.3 Application of this Plan

The PPIPA, the HRIPA and this Plan apply, wherever practicable, to:

Councillors;

Council employees;

Consultants and contractors of the Council;
Council owned businesses; and

Council committees (including community members of those committees which
may be established under section 355 of the LGA).

Council will ensure that all such parties are made aware that they must comply with
the PPIPA, the HRIPA, any other applicable Privacy Code of Practice and this Plan.

1.4 Personal Information held by Council

The Council holds personal information concerning Councillors, such as:

personal contact information;
complaints and disciplinary matters;
pecuniary interest returns; and

entitlements to fees, expenses and facilities.

The Council holds personal information concerning its customers, ratepayers and

Port Stephens Council Privacy Management Plan 4
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residents, such as:
e rates records; and
o DA applications and objections; and

e  various types of health information (see page 37 for detailed examples).

The Council holds personal information concerning its employees, such as
recruitment material, leave and payroll data, personal contact information,
performance management plans, disciplinary matters, pecuniary interest returns,
wage and salary entitements and health information (such medical certificates and
workers compensation claims).

1.5 Applications for suppression in relation to general information
(not public registers).

Under section 739 of the Local Government Act 1993 ("LGA") a person can make an
application to suppress certain material that is available for public inspection in
circumstances where the material discloses or would disclose the person’s place of
living if the person considers that the disclosure would place the personal safety of
the person or their family at risk.

Section 739 of the LGA relates to publicly available material other than public
registers. As such, it limits disclosure in those circumstances where an application for
suppression is successful. An application for suppression must be verified by
statutory declaration and otherwise meet the requirements of section 739. When in
doubt, Council will err in favour of suppression.

For more information regarding disclosure of information (other than public registers)
see the discussion of IPPs 11 and 12 in Part 3 of this Plan. For information regarding
suppression of information on public registers, see Part 2 of this Plan.

1.6 Caution as to unsolicited information

Where an individual, a group or committee, not established by Council, gives Council
unsolicited personal or health information, then that information should be still treated
in accordance with this Plan, the Codes, the HRIPA and the PPIPA for the purposes
of IPPs 5-12 and HPPs 5-15 which relate to storage, access, use and disclosure of
information.

Note that for the purposes of section 10 of the HRIPA, the Council is not considered
to have “collected” health information if the receipt of the information by the Council is
unsolicited.

Section 4(5) of the PPIPA also provides that personal information is not “collected” by
Council if it is unsolicited.
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*Note — this is purely indicative. Council may, by virtue of its own practice, hold other
Public Registers, to which the PPIPA applies.

**Note — owner contact information will not be provided.

Members of the public may enquire only in accordance with the primary purpose of
any of these registers. The primary purpose for each of these public registers is set
out in the sections that follow.

A list of other registers held by Council is available from Council's website. It should
be noted that a number of these registers are not public registers. The Information
Protection Principles, this Plan, any applicable Codes and the PPIPA apply to those
registers or databases.

21 Public registers, the PPIPA and the HRIPA

A public register generally confers specific rights or privileges, a benefit, or status,
which would not otherwise exist. It may be required by law to be made publicly
available or open to public inspection, or it is simply made publicly available or open
to public inspection (whether or not payment is required).

Despite the exclusion of “"health information” from the definition of “personal
information” under section 4A of the PPIPA, section 56A of the PPIPA includes as
“personal information”, “health information” on public registers.

Section 57 of the PPIPA requires very stringent controls over the disclosure of
personal information contained in a public register. It provides broadly that where
Council is responsible for keeping a public register, it will not disclose any personal
information kept in that register unless it is satisfied that the information is to be used
for a purpose relating to the purpose of the register or the Act under which the
register is kept.

Section 57 (2) provides that in order to ensure compliance with section 57(1), a
Council may require any person who applies to inspect personal information
contained in the public register to give particulars in the form of a statutory
declaration as to the proposed use of that information. (Form at Appendix 1 may be
used a guide)

Council also needs to consider the Privacy Code of Practice for Local Government
which has the effect of modifying the application of Part 6 of the PPIPA (the “public
register” provisions).

If the stated purpose of the applicant does not conform with the purpose for which the
public register is kept, access to the information sought will not be given.

Where personal information is contained in a publicly available publication, that

information will not be regarded as personal information covered by the PPIPA or as
health information for the purposes of part 6 of the PPIPA.
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2.2 Effect on section 6 of the GIPA Act

Section 57 of the PPIPA prevails over clause 1(3) of Schedule 1 of the Government
Information (Public Access) Regulation 2009 (GIPA Regulation) to the extent of any
inconsistency. Therefore:

1. If aregisteris listed in Schedule 1 of the GIPA Regulation, access must not be
given except in accordance with section 57(1) of the PPIPA.

2. If aregisteris not listed in Schedule 1 of the GIPA Regulation, access must not
be given except:

(i) ifitis allowed under section 57(1) of the PPIPA; and
(ii) there is no overriding public interest against disclosure of the information under
section 6 of the GIPA Act.

Note: Both 1 and 2 are amended with regard to specific public registers in the Privacy
Code of Practice for Local Government.

2.3 Where some information in the public register has been
published

That part of a public register that is not published in a publicly available publication
will be treated as a "public register” and the following procedure for disclosure will

apply.

For example, the Register of Consents and Approvals held by Council under section
100 of the Environmental Planning and Assessment Act requires Council to advertise
or publish applications for development consent.

When Council publishes the address of the property, it may identify the owner. The
personal information that has not been published and any applications not advertised
or that have been rejected or withdrawn (and hence also not published) will be
treated as a public register under PPIPA.

Council may hold a register under the Contaminated Land Management Act on
behalf of the Environment Protection Authority. This is not to be considered a public
register of the Council as the statute does not place any obligations on the Council to
make this register publicly available as a register of contaminated land. Furthermore,
the legislation foreshadows that the Environment Protection Authority may indeed
post this list or register on the internet. This may constitute a publication of the
information and therefore the PPIPA will not apply.

Registers should not be published on the internet.

2.4 Disclosure of personal information contained in the public
registers

A person seeking a disclosure concerning someone else’s personal information from
a public register must satisfy Council that the intended use of the information is for a
purpose relating to the purpose of the register or the Act under which the register is
kept.
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In the following section, by way of guidance only, what might be called the “primary”
purpose (or “the purpose of the register’) has been specified for each identified
register. In some cases a “secondary purpose” has also been specified, by way of
guidance as to what might constitute “a purpose relating to the purpose of the
register”.

Secondary purpose of all Public Registers

Due to the general emphasis (to be found in the LGA and elsewhere) on local
government processes and information being open and accountable, it is considered
that a secondary purpose for which all public registers are held by Council includes
the provision of access to members of the public. Therefore disclosure of specific
records from public registers would normally be considered to be allowable under
section 57 of the PPIPA.

However, requests for access, copying or the sale of the whole or a substantial part
of a Public Register held by Council will not necessarily fit within this purpose.
Council is guided by the Privacy Code of Practice for Local Government in this
respect. Where Council officers have doubt as to the intended use of the information,
an applicant may be requested to provide a statutory declaration so that Council may
satisfy itself as to the intended use of the information.

Council will make its assessment as to the minimum amount of personal information
that is required to be disclosed with regard to any request.

Other Purposes

Persons or organisations who apply to Council to have access to the information
contained in any public register for a purpose not related to the purpose of the
register, may be given access at the discretion of Council but only in accordance with
the Privacy Code of Practice for Local Government concerning Public Registers.

2.5 Applications for access to own records on a public register

A person wishing to have access to a public register to confirm their own details
needs only to prove their identity to Council before having access to their own
personal information.

2.6 Applications for suppression in relation to a public register

An application for suppression in relation to a public register will be dealt with under
PPIPA, rather than section 739 of the LGA.

A person about whom personal information is contained (or proposed to be
contained) in a public register, may request Council under section 58 of the PPIPA to
have the information removed from, or not placed on the register.

If Council is satisfied that the safety or well-being of any person would be affected by
not suppressing the personal information as requested, Council will suppress the
information in accordance with the request unless Council is of the opinion that the
public interest in maintaining public access to the information outweighs any
individual interest in suppressing the information, in accordance with section 58(2) of
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the PPIPA. ("Well-being” is defined in the Macquarie Dictionary as “the good or
satisfactory condition of existence; welfare”.)

When in doubt, Council will err in favour of suppression.

Any information that is removed from, or not placed on, that aspect of a public
register to be made public may be kept on the register for other purposes. That is, the
information may still be used for council functions, but it cannot be disclosed to other
parties.

An application for suppression should be made in writing addressed to the General

Manager and must outline the reasons for the request. The Council may require
supporting documentation where appropriate.
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PART 3 — THE INFORMATION PROTECTION PRINCIPLES

3.1

Information Protection Principle 1 — Section 8

Section 8 Collection of personal information for lawful purposes

(1)
(a)

(b)
)

A public sector agency must not collect personal information unless:

the information is collected for a lawful purpose that is directly related to a
function or activity of the agency, and

the collection of the information is reasonably necessary for that purpose.

A public sector agency must not collect personal information by any unlawful
means.

The Privacy Code of Council Policy

Practice for Local

Government
The Code makes no Council will only collect personal information for a lawful
provision to depart from purpose as part of its proper functions. The LGA govems
the requirements of this Council's major obligations and functions.
principle.
Section 22 of the LGA provides other functions under
other Acts. Some of those Acts are as follows:
¢  Community Land Development Act 1989
¢  Companion Animals Act 1998**
e  Conveyancing Act 1919
o  Environmental Planning and Assessment Act
1979
o  Fire Brigades Act 1989
e  Fluoridation of Public Water Supplies Act 1957
e Food Act 2003
¢  Impounding Act 1993
e Library Act 1939
e  Protection of the Environment Operations Act
1997
e  Public Health Act 2010
o Recreation Vehicles Act 1983
e Roads Act 1993
*  Rural Fires Act 1997
o  State Emergency Service Act 1989
e  Strata Schemes Development Act 2015
e  Strata Schemes Management Act 2015
e  Swimming Pools Act 1992
This list is not exhaustive.
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External and related bodies

Each of the following will be required to comply with this Plan, any applicable Privacy
Code of Practice, and the PPIPA:

. Council owned businesses
. Council consultants
. Private contractors
. Council committees

Council will seek to contractually bind each of these bodies or persons to comply with
the PPIPA.

Where any of the above collect personal information on behalf of Council or in
relation to the performance of their activities, that body or person will be required to:
e obtain a written authorisation and consent to that collection; and

¢ notify those persons in accordance with Information Protection Principle 3 as to

the intended recipients and other matters required by that principle.

Council owned businesses, committees and private contractors or consultants must
abide by this Plan, the Code and the PPIPA under the terms of their incorporation by
Council or by contract.

Investigative Functions

Where Council is conducting an investigation, it will have regard to any applicable
Direction of the Privacy Commissioner under section 41 of the PPIPA that may affect
the application of Information Protection Principle 2.

Existing statutory exemptions under the Act

Compliance with Information Protection Principle 2 is also subject to certain
exemptions under the Act. If one of those exemptions apply, Council need not
comply. The statutory exemption will be relied upon only in very obvious and limited
circumstances and legal advice should normally be obtained.

The relevant statutory exemptions follow:
Section 23(2) of the PPIPA permits non-compliance with Information Protection
Principle 2 if the information concerned is collected in connection with proceedings

(whether or not actually commenced) before any court or tribunal.

Section 24(4) of the PPIPA extends the operation of section 24(1) to councils and
permits non-compliance with Information Protection Principle 2 if a council is:

(i) investigating or otherwise handling a complaint or other matter that could be
referred or made to, or has been referred from or made by, an investigative
agency; and
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Section 24(4) of the PPIPA extends the operation of section 24(1) to councils and
pemits non-compliance with Information Protection Principle 3 if a council is:

(i) investigating or otherwise handling a complaint or other matter that could be
referred or made to, or has been referred from or made by, an investigative
agency; and

(ii) if compliance might detrimentally affect (or prevent the exercise of) the
Council’'s complaint handling or investigative functions.

Section 25(a) of the PPIPA permits non-compliance with Information Protection
Principle 3 where the agency is lawfully authorised or required not to comply with the
principle.

Section 25(b) of the PPIPA permits non-compliance with Information Protection
Principle 3 where non-compliance is “necessarily implied” or “reasonably
contemplated” under any Act or law.

Section 26(1) of the PPIPA permits non-compliance with Information Protection
Principle 3 if compliance would prejudice the interests of the individual concerned.

Section 26(2) of the PPIPA permits non-compliance where the person expressly
consents to such non-compliance.

Disclosure of information of research purposes

The disclosure of personal information for research purposes will be allowed only in
accordance with any applicable Direction made by the Privacy Commissioner under
section 41 of PPIPA or any Research Code of Practice made by the Attorney General
as may be in force for the time being.
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3.4 Information Protection Principle 4 - Other requirements
relating to collection of personal information

Section 11 Other requirements relating to collection of personal information

If a public sector agency collects personal information from an individual, the agency
must take such steps as are reasonable in the circumstances (having regard to the
purposes for which the information is collected) to ensure that:

(a) the information collected is relevant to that purpose, is not excessive, and is
accurate, up to date and complete, and

(b) the collection of the information does not intrude to an unreasonable extent on
the personal affairs of the individual to whom the information relates.

The Privacy Code of Council Policy

Practice for Local

Government

The Code makes no Council will seek to ensure that no personal information is
provision to depart from collected which is not directly relevant to its proper

this principle. functions.

Council collects personal information through the various
forms that customers may complete and lodge with
Council. Before adoption of a new form, a draft form will
be reviewed for compliance with Information Protection
Principle 4 by the EEO Officer, Council’s solicitor, Public
Officer or other suitable person. Should Council have any
residual doubts, the opinion of the Office of the Privacy
Commissioner NSW will be sought.
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3.7 Information Protection Principle 7 - Access to personal
information held by agencies

Section 14 Access to personal information held by agencies

A public sector agency that holds personal information must, at the request of the
individual to whom the information relates and without excessive delay or expense,
provide the individual with access to the information.

The Privacy Code of Council Policy

Practice for Local

Government

The Code makes no Section 14 of the PPIPA requires a council, at the request
provision to depart from of any person, to give access to that person to personal
this principle. information held about them.

Compliance with Information Protection Principle 7 does
not allow disclosure of information about other people. If
access to information that relates to someone else is
sought, the application must be made under the GIPA
Act, unless Information Protection Principles 11 and 12 or
the Public Register provisions apply.

Where a person makes an application for access under
the PPIPA and it is involved or complex, it may be
referred, with the written consent of the applicant, as an
application under the GIPA Act. However, use of the
GIPA Act is to be a last resort. The applicant has the
right to insist on being dealt with under PPIPA.

Under section 20(5) of the PPIPA, Information Protection
Principle 7 is subject to any applicable conditions or
limitations contained in the Government Information
(Public Access) Act 2009 ("GIPA Act”). Council must
consider the relevant provisions of the GIPA Act.

Customers wishing to exercise their right of access to
their own personal information should apply in writing or
direct their enquiries to the General Manager, who will
make a detemmination. This can also be undertaken
under the GIPA Act through an informal request.

Members of staff wishing to exercise their right of access
to their personal information should apply in writing on
the attached form or direct their inquiries to the HR
Manager, who will deal with the application.

In order to comply with the requirement to provide the
requested information “without excessive delay or
expense”, Council will ordinarily provide a response to
applications of this kind within 20 working days of the
application being made.
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Investigative Functions

Where Council is conducting an investigation, it will have regard to any applicable
Direction of the Privacy Commissioner under section 41 of the PPIPA that may affect
the application of Information Protection Principle 7.

Existing exemptions under the Act

Compliance with Information Protection Principle 7 is also subject to certain
exemptions under the Act. If one of those exemptions apply, Council need not
comply. The statutory exemption will be relied upon only in limited circumstances and
legal advice should normally be obtained.

Section 25(a) of the PPIPA permits non-compliance with Information Protection
Principle 7 where Council is lawfully authorised or required not to comply with the
principle.

Section 25(b) of the PPIPA non-compliance with Information Protection Principle 7

where non-compliance is “necessarily implied” or “reasonably contemplated” under
any Act or law.
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3.8 Information Protection Principle 8 - Alteration of personal
information

Section 15 Alteration of personal information

(1) A public sector agency that holds personal information must, at the request of
the individual to whom the information relates, make appropriate amendments
(whether by way of corrections, deletions or additions) to ensure that the
personal information:

(a) is accurate, and

(b) having regard to the purpose for which the information was collected (or is to be
used) and to any purpose that is directly related to that purpose, is relevant, up
to date, complete and not misleading.

(2) If a public sector agency is not prepared to amend personal information in
accordance with a request by the individual to whom the information relates, the
agency must, if so requested by the individual concerned, take such steps as
are reasonable to attach to the information, in such a manner as is capable of
being read with the information, any statement provided by that individual of the
amendment sought.

(3) If personal information is amended in accordance with this section, the
individual to whom the information relates is entitled, if it is reasonably
practicable, to have recipients of that information notified of the amendments
made by the public sector agency.

(4) This section, and any provision of privacy code of practice that relates to the
requirements set out in this section, apply to public sector agencies despite
section 25 of this Act and section 21 of the State Records Act 1998.

(5) The Privacy Commissioner's guidelines under section 36 may make provision
for or with respect to requests under this section, including the way in which
such a request should be made and the time within which such a request
should be dealt with.

(6) In this section (and in any other provision of this Act in connection with the
operation of this section), public sector agency includes a Minister and a
Minister's personal staff.

The Privacy Code of Council Policy

Practice for Local

Government

The Code makes no Section 15 of the PPIPA allows a person to make an
provision to depart from application to council to amend (this includes by way of
this principle. corrections, deletions or additions) personal information

held about them so as to ensure the information is
accurate, and, having regard to the purpose for which the
information is collected, relevant to that purpose, up to
date and not misleading.

Council wishes to have its information current, accurate
and complete. Proposed amendments or changes to the
personal information held by the Council are welcomed.

If Council declines to amend personal information as
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requested, it will on request of the individual concerned,
place an addendum on the information in accordance
with section 15(2) of the PPIPA.

Where there are complaints that are or could be the
subject of a staff complaint or grievance, they will be
referred to the HR Manager in the first instance and
treated in accordance with the “Grievance and Complaint
Handling Procedures”.

Any alterations that are or could be the subject of a
customer complaint or grievance will be referred to the
General Manager, who will make a determination in
relation to the matter.

Investigative Functions

Where Council is conducting an investigation, it will have regard to any applicable
Direction of the Privacy Commissioner under section 41 of the PPIPA that may affect
the application of Information Protection Principle 8.

Existing exemptions under the Act

Compliance with Information Protection Principle 8 is also subject to certain
exemptions under the Act. If one of those exemptions apply, Council need not
comply. The statutory exemption will be relied upon only in limited circumstances and
legal advice should normally be obtained.

Section 25(a) of the PPIPA permits non-compliance with Information Protection
Principle 8 where Council is lawfully authorised or required not to comply with the
principle.

Section 25(b) of the PPIPA permits non-compliance with section Information
Protection Principle 8 where non-compliance is “necessarily implied” or “reasonably
contemplated” under any Act or law.

Procedure

Where information is requested to be amended (either by way of correction, deletion
or addition), the individual to whom the information relates, must make a request, in
writing. That request should be accompanied by appropriate evidence as to the
cogency of the making of the amendment, sufficient to satisfy the Council that the
proposed amendment is factually correct and appropriate. The Council may require
further documentary evidence to support certain amendments. Council will not
charge to process an application to amend a record under s.15.

Where Council is not prepared to amend

If the Council is not prepared to amend the personal information in accordance with a
request by the individual the Council may attach to the information in such a manner
as is capable of being read with the information, any statement provided by that
individual.
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Where an amendment is made

If personal information is amended in accordance with this section, the individual to
whom the information relates is entitled, if it is reasonably practicable, to have the
recipients of that information notified of the amendments made by the Council.

The Council will seek to notify recipients of information as soon as possible, of the
making of any amendment, where it is reasonably practicable.

State Records Act

The State Records Act does not allow for the deletion of records. However, as a
result of section 20(4) of the PPIPA, some deletions may be allowed in accordance
with Information Protection Principle 8.
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3.9 Information Protection Principle 9 - Agency must check
accuracy of personal information before use

Section 16 Agency must check accuracy of personal information before use

A public sector agency that holds personal information must not use the information
without taking such steps as are reasonable in the circumstances to ensure that,
having regard to the purpose for which the information is proposed to be used, the
information is relevant, accurate, up to date, complete and not misleading.

The Privacy Code of Council Policy

Practice for Local
Government

The Code makes no The steps taken to comply with section 16 will depend on

provision to depart from | the age of the information, its likelihood of change and

this principle. the particular function for which the information was
collected.

The more significant the information, the greater the
necessity that checks to ensure its accuracy and
currency be undertaken prior to its use.

For example, each employee’s record should be updated
when there is any change of circumstances or when the
employee’s contact details change.
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3.10 Information Protection Principle 10 - Limits on use of personal
information

Section 17 Limits on use of personal information

A public sector agency that holds personal information must not use the information
for a purpose other than that for which it was collected unless:

(a) the individual to whom the information relates has consented to the use of the
information for that other purpose, or

(b) the other purpose for which the information is used is directly related to the
purpose for which the information was collected, or

(c) the use of the information for that other purpose is necessary to prevent or
lessen a serious and imminent threat to the life or health of the individual to
whom the information relates or of another person.

The Privacy Code of Council Policy
Practice for Local

Government

The Code makes Council will seek to ensure that information collected for
provision that Council one purpose will be used for that same purpose. Where
may use personal Council may need to use personal information collected
information for a purpose | for one purpose for ancther purpose, it will first gain the
other than the purpose consent of the individual concerned, unless an exemption

for which it was created applies.
in the following
circumstances:

(i) where the useisin
pursuance of
Council’'s lawful and
proper function/s
and Council is
satisfied that the
personal
information is
reasonably
necessary for the
exercise of such
function/s; or

(i) where personal
information is to be
used for the
purpose of
conferring upon a
particular person,
an award, prize,
benefit or similar
form of personal
recognition.
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Investigative Functions

Where Council is conducting an investigation, it will have regard to any applicable
Direction of the Privacy Commissioner under section 41 of the PPIPA that may affect
the application of Information Protection Principle 10.

Existing exemptions under the Act

Compliance with Information Protection Principle 10 is also subject to certain
exemptions under the Act. If one of those exemptions apply, Council need not
comply. The statutory exemption will be relied upon only in limited circumstances and
legal advice should normally be obtained.

Section 23(4) of the PPIPA permits Council not to comply with Information Protection
Principle 10 where the use of the information for another purpose is reasonably
necessary for law enforcement purposes or for the protection of the public revenue.
Law enforcement purposes means a breach of the criminal law and criminal law
enforcement. This section does not remove the rights of an accused person.
Protection of the public revenue means a fraud with respect to taxes or other revenue
eaming processes such as avoidance of stamp duty.

Section 24(4) of the PPIPA extends the operation of section 24(2) to councils and
pemits non-compliance with Information Protection Principle 10 if a council is:

(i) investigating or otherwise handling a complaint or other matter that could be
referred or made to, or has been referred from or made by, an investigative
agency; and

(ii) the use of the information concerned for a purpose other than the purpose for
which it was collected is reasonably necessary in order to enable the council to
exercise its complaint handling functions or any of its investigative functions.

Section 25(a) of the PPIPA permits non-compliance with Information Protection
Principle 10 where Council is lawfully authorised or required not to comply with the
principle.

Section 25(b) of the PPIPA permits non-compliance with Information Protection
Principle 10 where non-compliance is “necessarily implied” or “reasonably
contemplated” under any Act or law.

Section 28(3) of the PPIPA permits non-compliance where a disclosure is to be made
to a public sector agency under the administration of the Minister for Local
Government (e.g., the Office of Local Government) or a public sector agency under
the administration of the Premier for the purpose of informing the Minister (or
Premier) about any matter within the Minister's (or Premier's) administration.
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Public Registers

Sections 18 and 57 of the PPIPA should be read in conjunction in regard to Public
Registers. Public Registers are discussed further in Part 2 of this Plan.

Investigative Functions

Where Council is conducting an investigation, it will have regard to any applicable
Direction of the Privacy Commissioner under section 41 of the PPIPA that may affect
the application of Information Protection Principle 11.

Existing exemptions under the Act

Compliance with Information Protection Principle 11 is also subject to certain
exemptions under the Act. If one of those exemptions apply, Council need not
comply. The statutory exemption will be relied upon only in limited circumstances and
legal advice should normally be obtained.

Section 23(5)(a) of the PPIPA permits non-compliance with Information Protection
Principle 11 where disclosure is made to a law enforcement agency in connection
with proceedings for an offence or for law enforcement purposes. Law enforcement
purposes means a breach of the criminal law and criminal law enforcement. However
Council need not disclose material that it is entitled to refuse in the absence of a
subpoena, warrant or other lawful requirement.

Section 23(5)(b) of the PPIPA permits non-compliance with Information Protection
Principle 11 where the disclosure is made to a law enforcement agency for the
purpose of ascertaining the whereabouts of a person reported to be missing.
However Council need not disclose material that it is entitled to refuse in the absence
of a subpoena, warrant or other lawful requirement.

Section 23(5)(c) of the PPIPA pemits non-compliance with Information Protection
Principle 11 where disclosure is authorised by subpoena, search warrant or other
statutory instrument. However Council need not disclose material that it is entitled to
refuse in the absence of a subpoena, warrant or other lawful requirement.

Section 23(5)(d)(i) of the PPIPA permits non-compliance with Information Protection
Principle 11 where disclosure is reasonably necessary for the protection of the public
revenue. Protection of the public revenue could mean a fraud with respect to taxes or
other revenue earning processes such as avoidance of stamp duty. However Council
need not disclose material that it is entitled to refuse in the absence of a subpoena,
warrant or other lawful requirement.

Section 23(5)(d)(ii) of the PPIPA permits non-compliance with Information Protection

Principle 11 where disclosure is reasonably necessary to investigate an offence
where there are reasonable grounds to believe an offence has been committed.

Port Stephens Council Privacy Management Plan 35

PORT STEPHENS COUNCIL

163




ORDINARY COUNCIL - 25 AUGUST 2020 - ATTACHMENTS

ITEM 12 - ATTACHMENT 1  REVISED PRIVACY MANAGEMENT PLAN.

Section 24(4) of the PPIPA permits non-compliance with Information Protection
Principle 11 if:

(i) investigating a complaint that could be referred or made to, or has been referred
from or made by, an investigative agency, and

(ii) if the disclosure is to an investigative agency.
(Note: “investigative agency” is defined at s.3 of PPIPA.)

Section 25(a) of the PPIPA permits non-compliance with Information Protection
Principle 11 where Council is lawfully authorised or required not to comply with the
principle. Section 25(b) of the PPIPA permits non-compliance with Information
Protection Principle 11 where non-compliance is “necessarily implied” or “reasonably
contemplated” under any Act or law.

Section 26(2) of the PPIPA permits non-compliance where the person expressly
consents to such non-compliance.

Section 28(3) of the PPIPA permits non-compliance where a disclosure is to be made
to a public sector agency under the administration of the Minister for Local
Government (e.g. the Division of Local Government) or a public sector agency under
the administration of the Premier for the purpose of informing the Minister (or
Premier) about any matter within the Minister's (or Premier's) administration.

It is anticipated that a disclosure of personal information for research purposes will be

allowed under a s.41 Direction made by the Privacy Commissioner until such time as
a Research Code of Practice is made by the Attorney General.

Suppression
Information held by Council may be suppressed such as to disallow disclosure that

would otherwise be allowed in the circumstances outlined above. See Part 1 of this
Plan for more details about suppression of personal information.
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3.12 Information Protection Principle 12 - Special restrictions on
disclosure of personal information

Section 19 Special restrictions on disclosure of personal information

(1) A public sector agency must not disclose personal information relating to an
individual's ethnic or racial origin, political opinions, religious or philosophical
beliefs, trade union membership, sexual activities unless the disclosure is
necessary to prevent a serious or imminent threat to the life or health of the
individual concerned or another person.

(2) A public sector agency that holds personal information must not disclose the
information to any person or body who is in a jurisdiction outside New South
Wales or to a Commonwealth agency unless:

(a) arelevant privacy law that applies to the personal information concerned
is in force in the that jurisdiction or applies to that Commonwealth agency,
or

(b) the disclosure is permitted under a privacy code of practice.

(3) Forthe purposes of subsection (2), a relevant privacy law means a law that is
determined by the Privacy Commissioner, by notice published in the Gazette, to
be a privacy law for the jurisdiction concemed.

(4) The Privacy Commissioner is to prepare a code relating to the disclosure of
personal information by public sector agencies to persons or bodies outside
New South Wales and to Commonwealth agencies.

(5) Subsection (2) does not apply:
(a) until after the first anniversary of the commencement of this section, or

(b) until a code referred to in subsection (4) is made, whichever is the later.

The Privacy Code of Council Policy

Practice for Local

Government

The Code makes Council will not disclose personal information relating to
provision for Council to an individual's ethnic or racial origin, political opinions,
depart from this principle | religious or philosophical beliefs, trade union

in the circumstances membership, health or sexual activities unless the
described below: disclosure is necessary to prevent a serious or imminent
threat to the life or health of the individual concerned or
1. For the purposes of | another person.
§.19(2) only, where
Council is

requested by a
potential employer
outside New South
Wales, it may verify
that a current or
former employee
works or has
worked for Council,
the duration of that
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work, and the
position occupied
during that time.
This exception shall
not pemmit Council
to give an opinion
as to that person’s
suitability for a
particular position
with any potential
employer unless
Council is satisfied
that the person has
provided their
consent for Council
to provide a
reference, which
may include an
opinion as to that
person’s suitability
for the position for
which he/she has
applied.

Public Registers

Sections 19 and 57 of the PPIPA should be read in conjunction in regard to Public
Registers. Public Registers are discussed further in Part 2 of this Plan.

Investigative Functions

Where Council is conducting an investigation, it will have regard to any applicable
Direction of the Privacy Commissioner under section 41 of the PPIPA that may affect
the application of Information Protection Principle 12.

Existing exemptions under the Act

Compliance with Information Protection Principle 12 is also subject to certain
exemptions under the Act. If one of those exemptions apply, Council need not
comply. The statutory exemption will be relied upon only in limited circumstances and
legal advice should normally be obtained.

Section 23(7) of the PPIPA permits non-compliance with Information Protection
Principle 12 where the disclosure is necessary to investigate an offence or where
there are reasonable grounds to believe an offence has been or may be committed.

Section 25(a) of the PPIPA permits non-compliance with Information Protection

Principle 12 where Council is lawfully authorised or required not to comply with the
principle.
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Section 25(b) of the PPIPA permits non-compliance with Information Protection
Principle 12 where non-compliance is “necessarily implied” or “reasonably
contemplated” under any Act or law.

Section 26(2) of the PPIPA permits non-compliance where the person expressly
consents to such non-compliance.

Section 28(2) permits non-compliance with Information Protection Principle 12 where,
in the case of health information, the consent of the person cannot reasonably be
obtained and the disclosure is made by an authorised person to another authorised
person. “Authorised person” means a medical practitioner, health worker, or other
official or employee providing health or community services who is employed or
engaged by a public sector agency.

Section 28(3) of the PPIPA permits non-compliance where a disclosure is to be made
to a public sector agency under the administration of the Minister for Local
Government (e.g. the Division of Local Government) or a public sector agency under
the administration of the Premier for the purpose of informing the Minister (or
Premier) about any matter within the Minister's (or Premier's) administration.

It is anticipated that a disclosure of personal information for research purposes will be

allowed under a s.41 Direction made by the Privacy Commissioner until such time as
a Research Code of Practice is made by the Attorney General.

Suppression
Information held by Council may be suppressed such as to disallow disclosure that

would otherwise be allowed in the circumstances outlined above. See Part 1 of this
Plan for more details about suppression of personal information.
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PART 4 — HEALTH PRIVACY PRINCIPLES

In 2002, most references to ‘health information’ were taken out of the PPIPA and
separate legislation was enacted. The HRIPA was enacted to deal with this specific
type of personal information. On and from September 2004, various agencies and
organisations, including local councils were expected to comply with the HRIPA in
their collection and management of health information.

Health information includes personal information that is information or an opinion
about the physical or mental health or a disability of an individual. Health information
also includes personal information that is information or an opinion about:

e a health service provided, or to be provided, to an individual,

e an individual's express wishes about the future provision of health services to
him or her;

s other personal information collected in connection with the donation of human
tissue; or

e genetic information that is or could be predictive of the health of an individual or
their relatives or descendants.

Health information is defined in section 6 of the HRIPA. Local councils will often hold
health information by reason of their role in elder care, child care and various types of
community health support services. It is therefore very important for councils to be
familiar with the 15 Health Protection Principles ("HPP") set down in Schedule 1 to
the HRIPA. Each of these HPPs are considered below.

The following is a non-exhaustive list of examples of the types of health information
and circumstances in which councils may collect health information in exercising their
functions:

e Tree pruning/removal application where residents approach council for a
reconsideration or reassessment of a tree pruning/removal application on
medical grounds;

e Issuing of clean up orders which may include recording information about a
residents health, GP professional contact details or involvement with mental
health services;

* Volunteer programs where volunieers are asked to disclose health conditions
which may preclude them from some types of volunteer work;

o Meals on wheels programs where residents may be asked for medical or dietary
requirements, e.g. allergies for catering purposes;

s  Seniors bus outings where information may be collected on special medical
needs;

¢  Councils may provide respite and social support services collecting information
that is consistent with the client intake and referral record system;

¢ Information on families for the purposes of children’s services. e.g. history of
iliness, allergies, asthma, diabetes, epilepsy etc;

Physical exercise classes;
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¢  Some councils run Podiatry services;

¢ Information may be collected through a healthy community program;

e  Children’s immunization records; and

e  Family counsellor/youth support workers records.

HPPs 1-4 concern the collection of health information, HPP 5 concerns the storage of
health information, HPPs 6-9 concern the access and accuracy of health information,
HPP 10 concems the use of health information, HPP 11 concerns the disclosure of
health information, HPPs 12-13 concern the identifiers and anonymity of the persons

to which health information relate, HPPs 14-15 concern the transferral of health
information and the linkage to health records across more than one organisation.

Health Privacy Principle 1

Purposes of collection of health information

(1) An organisation must not collect health information unless:

(a) the information is collected for a lawful purpose that is directly related to a
function or activity of the organisation, and

(b) the collection of the information is reasonably necessary for that purpose.

(2) An organisation must not collect health information by any unlawful means.

Health Privacy Principle 2

Information must be relevant, not excessive, accurate and not intrusive

An organisation that collects health information from an individual must take such
steps as are reasonable in the circumstances (having regard to the purposes for
which the information is collected) to ensure that:

(a) the information is collected is relevant to that purpose, is not excessive and is
accurate, up to date and complete, and

(b) the collection of the information does not intrude to an unreasonable extent on
the personal affairs of the individual to whom the information relates.

Health Privacy Principle 3

Collection to be from the individual concerned

(1) An organisation must collect health information about an individual only from
that individual, unless it is unreasonable or impracticable to do so.

(2) Health information is to be collected in accordance with any guidelines issued
by the Privacy Commissioner for the purposes of this clause.
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Health Privacy Principle 4

Individual to be made aware of certain matters

(1) An organisation that collects health information about an individual from the
individual must, at or before the time it collects the information (or if that is not
practicable, as soon as practicable after that time), take steps that are
reasonable in the circumstances to ensure that the individual is aware of the
following:

(a) the identity of the organisation and how to contact it,

(b) the fact that the individual is able to request access to the information,

(c) the purposes for which the information is collected,

(d) the persons to whom (or the type of persons to whom) the organisation usually
discloses information of that kind,

(e) any law that requires the particular information to be collected,

(f) the main consequences (if any) for the individual if all or part of the information
is not provided.

(2) If the organisation collects health information about an individual from someone
else, it must take any steps that are reasonable in the circumstances to ensure
that the individual is generally aware of the matters listed in subclause (1)
except to the extent that:

(a) making the individual aware of the matters would impose a serious threat to the
life or health of any individual, or
(b) the collection is made in accordance with guidelines issued under subclause

3)

(3) The Privacy Commissioner may issue guidelines setting out circumstances in
which an organisation is not required to comply with subclause (2).

(4) An organisation is not required to comply with a requirement of this clause if:

(a) the individual to whom the information relates has expressly consented to the
organisation not complying with it or,

(b) the organisation is lawfully authorised or required not to comply with it, or

(c) non-compliance is otherwise permitted (or necessarily implied or reasonably
contemplated) under any Act or any other law including the State Records Act
1988), or

(d) compliance by the organisation would, in the circumstances, prejudice the
interests of the individual to whom the information relates, or

(e) the information concerned is collected for law enforcement purposes or,

(f) the organisation is an investigative agency and compliance might defrimentally
affect (or prevent the proper exercise of) its complaint handling functions or any
of its investigative functions.

(5) If the organisation reasonably believes that the individual is incapable of
understanding the general nature of the matters listed in subclause (1), the
organisation must take steps that are reasonable in the circumstances, to
ensure that any authorised representative of the individual is aware of those
matters.
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(6) Subclause (4) (e) does not remove any protection provided by any other law in
relation to the rights of accused persons or persons suspected of having
committed an offence.

(7) The exemption provided by subclause (4) (f) extends to any public sector
agency, or public sector official, who is investigating or otherwise handling a
compliant or other matter that could be referred or made to an investigative
agency, or that has been referred from or made by an investigative agency.

Council Policy

Council will only collect health information for a lawful purpose that is directly related
to Council’s activities and is necessary for that purpose (HPP 1)

Council will ensure that the health information is relevant, accurate, up to date and
not excessive and that the collection is not unnecessarily intrusive into the personal
affairs of the individual (HPP 2).

Council will only collect health information directly from the individual that the
information concerns, unless it is unreasonable or impractical for Council to do so.
(HPP 3).

Council will tell the person why the health information is being collected, what will be
done with it, who else might see it and what the consequences are if the person
decides not to provide it. Council will also tell the person how he or she can see and
correct the health information.

If Council collects health information about a person from someone else, Council will
take reasonable steps to ensure that the subject of the information is aware of the
above points (HPP 4).

Health Privacy Principle 5

Retention and Security
(1) An organisation that holds health information must ensure that:

(a) the information is kept for no longer than is necessary for the purposes for
which the information may lawfully be used, and

(b) the information is disposed of securely and in accordance with any
requirements for the retention and disposal of health information, and

(c) the information is protected, by taking such security safeguards as are
reasonable in the circumstances against loss, unauthorised access, use,
modification or disclosure, and against all other misuse, and

(d) ifitis necessary for the information to be given to a person in connection with
the provision of a service to the organisation, everything reasonably within the
power of an organisation is done to prevent the unauthorised use or disclosure
of the information.
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Health Privacy Principle 7

Access to health information

(1) An organisation that holds health information must, at the request of the
individual to whom the information relates and without excessive delay or
expense, provide the individual with access to the information.

Note. Division 3 (Access to health information) of Part 4 contains provisions
applicable to private sector persons in connection with the matters dealt with in
this clause. Access to health information held by public sector agencies may
also be available under the Government Information (Public Access) Act 2009
or the State Records Act 1998.

(2) An organisation is not required to comply with a provision of this clause if:

(a) the organisation is lawfully authorised or required not to comply with the
provision concerned, or

(b) non-compliance is otherwise permitted (or is necessarily implied or reasonably
contemplated) under an Act or any other law (including the State Records Act
1998).

Health Privacy Principle 8

Amendment of health information

(1) An organisation that holds health information must, at the request of the
individual to whom the information relates, make appropriate amendments
(whether by way of corrections, deletions or additions) to ensure that the health
information:

(a) is accurate, and

(b) having regard to the purpose for which the information was collected (or is fo be
used) and to any purpose that is directly related to that purpose, is relevant, up
to day, complete and not misleading.

(2) If an organisation is not prepared to amend health information under subclause
(1) in accordance with a request by the information to whom the information
relates, the organisation must, if so requested by the individual concerned, take
such steps as are reasonable to attach to the information, in such a manner as
is capable of being read with the information, any statement provided by that
individual of the amendment sought.

(3) If health information is amended in accordance with this clause, the individual to
whom the information relates is entitled, if it is reasonably practicable, to have
recipients of that information notified of the amendments made by the
organisation.

Note. Division 4 (Amendment of health information) of Part 4 contains
provisions applicable to private sector persons in connection with the matters
dealt with in this clause.

Amendment of health information held by public sector agencies may also be
able to be sought under the Privacy and Personal Information Protection Act
1998.
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(4) An organisation is not required to comply with a provision of this clause if:

(a) the organisation is lawfully authorised or required not to comply with the
provision concerned, or

(b) non-compliance is otherwise permitted (or is necessarily implied or reasonably
contemplated) under an Act or any other law (including the State Records Act
1998).

Health Privacy Principle 9

Accuracy

An organisation that holds health information must not use the information without
taking such steps as are reasonable in the circumstances to ensure that, having
regard to the purpose for which the information is proposed to be used, the
information is relevant, accurate and up to date, complete and not misleading.

Council Policy

Council will provide details about what health information Council is holding about an
individual and with information about why Council is storing that information and
what rights of access the individual has (HPP 6).

Council will allow the individual to access his or her health information without
reasonable delay or expense. A request to access information can be made in
writing to Council (HPP 7).

Council will allow the individual to update, correct or amend his or her health
information where necessary. A request to amend information can be made in writing
to Council (HPP 8).

Council will make sure that the health information is relevant and accurate before
using it, from the information available to Council to assess the accuracy (HPP 9).

Health Privacy Principle 10

(1) An organisation that holds health information must not use the information for a
purpose (a secondary purpose) other than the purpose (the primary
purpose) for which it was collected unless:

(a) Consent

the individual to whom the information relates has consented to the use of the
information for that secondary purpose, or

(b) Directrelation

the secondary purpose is directly related to the primary purpose and the
individual would reasonably expect the organisation to use the information for
the secondary purpose or,

Note: For example, if information is collected in order to provide a health
service to the individual, the use of the information to provide a further health
service to the individual is a secondary purpose directly related to the primary
purpose.
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(c) Serious threat to health or welfare

the use of the information for the secondary purpose is reasonably believed by
the organisation to be necessary to lessen or prevent:

(i) a serious and imminent threat to the life, health or safety of the individual or
another person, or

(ii) a serious threat to public health and safety, or

(d) Management of health services
the use of the information for the secondary purpose is reasonably necessary
for the funding, management, planning or evaluation of health services and:

(i) either:

(A) that purpose cannot be served by the use of information that does not identify
the individual or from which the individual or from which the individual's identity
cannot reasonably be ascertained and it is impracticable for the organisation to
seek the consent of the individual for the use, or

(B) reasonable steps are taken to de-identify the information, and

(ii) if the information is in a form that could reasonably be expected to identify
individuals, the information is not published in a generally available publication,
and

(ii) the use of the information is in accordance with guidelines, if any, issued by the
Privacy Commissioner for the purposes of this paragraph, or

(e) Training
the use of the information for the secondary purpose is reasonably necessary
for the training of employees of the organisation or persons working with the
organisation and:

(i) either:

(A) that purpose cannot be served by the use of information that does not identify
the individual or from which the individual’s identity cannot reasonably be
ascertained and it is impracticable for the organisation to seek the consent of
the individual for the use, or

(B) reasonable steps are taken to de-identify the information, and

(ii) if the information could reasonably be expected to identify individuals, the
information is not published in a generally available publication, and

(ii) the use of the information is in accordance with guidelines, if any, issued by the
Privacy Commissioner for the purposes of this paragraph, or

(f) Research
the use of the information for the secondary purpose is reasonably necessary
for research, or the compilation or analysis of statistics, in the public interest
and:

(i) either:

(A) that purpose cannot be served by the use of information that does not identify
the individual or from which the individual’'s identity cannot reasonably be
ascertained and it is impracticable for the organisation to seek the consent of
the individual for the use, or

(B) reasonable steps are taken to de-identify the information, and

(ii) if the information could reasonably be expected to identify individuals, the
information is not published in a generally available publication, and

(iii) the use of the information is in accordance with guidelines, if any, issued by the
Privacy Commissioner for the purpose of this paragraph, or
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(g) Find missing person
the use of the information for the secondary purpose is by a law enforcement
agency (or such other person or organisation as may be prescribed by the
regulations) for the purposes of ascertaining the whereabouts of an individual
who has been reported to a police officer as a missing person, or

(h) Suspected unlawful activity, unsatisfactory professional conduct or
breach of discipline
the organisation:

(i) hasreasonable grounds to suspect that:

(A) unlawful activity has been or may be engaged in, or

(B) a person has or may have engaged in conduct that may be unsatisfactory
professional conduct or professional misconduct under a the Health Practitioner
Regulation National Law (NSW), or

(C) an employee of the organisation has or may have engaged in conduct that may
be grounds for disciplinary action, and

(ii) uses the health information as a necessary part of its investigation of the matter
or in reporting its concerns to relevant persons or authorities, or

(i) Law enforcement
the use of the information for the secondary purpose is reasonably necessary
for the exercise of law enforcement functions by law enforcement agencies in
circumstances where there are reasonable grounds to believe that an offence
may have been, or may be, committed, or

(i) Investigative agencies
the use of the information for the secondary purpose is reasonably necessary
for the exercise of complaint handling functions or investigative functions by
investigative agencies, or

(k) Prescribed circumstances
the use of the information for the secondary purpose is in the circumstances
prescribed by the regulations for the purposes of this paragraph.

(2) An organisation is not required to comply with a provision of this clause if:

(a) the organisation is lawfully authorised or required not to comply with the
provision concerned, or

(b) non-compliance is otherwise permitted (or is necessarily implied or reasonably
contemplated) under an Act or any other law (including the State Records Act
1998).

(3) The Ombudsman’s Office, Health Care Complaints Commission, Anti-
Discrimination Board and Community Services Commission are not required to
comply with a provision of this clause in relation to their complaint handling
functions and their investigative, review and reporting functions.

(4) Nothing in this clause prevents or restricts the disclosure of health information
by a public sector agency:

(a) to another public sector agency under the administration of the same Minister if
the disclosure is for the purposes of informing that Minister about any matter
within that administration, or

(b) to any public sector agency under the administration of the Premier, if the
disclosure is for the purposes of informing the Premier about any matter.
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(5) The exemption provided by subclause (1) (j) extends to any public sector
agency, or public sector official, who is investigating or otherwise handling a
complaint or other matter that could be referred or made to an investigative
agency, or that has been referred from or made by an investigative agency.

Council Policy

Council will only use the health information for the purpose for which it was collected
or for a directly related purpose that the individual to whom the information relates
would expect. Otherwise, Council will obtain the individual's consent (HPP 10).

Health Privacy Principle 11

(1) An organisation that holds health information must not disclose the information
for a purpose (a secondary purpose) other than the purpose (the primary
purpose) for which it was collected unless:

(a) Consent

the individual to whom the information relates has consented to the disclosure
of the information for that secondary purpose, or

(b) Directrelation

the secondary purpose is directly related to the primary purpose and the
individual would reasonably expect the organisation to disclose the information
for the secondary purpose, or

Note: For example, if information is collected in order to provide a health service
to the individual, the disclosure of the information to provide a further health
service to the individual is a secondary purpose directly related to the primary
purpose.

(c) Serious threat to health or welfare

the disclosure of the information for the secondary purpose is reasonably
believed by the organisation to be necessary to lessen or prevent:

(i) a serious and imminent threat to the life, health or safety of the individual or
another person, or

(ii) a serious threat to public health or public safety, or

(d) Management of health services

the disclosure of the information for the secondary purpose is reasonably
necessary for the funding, management, planning or evaluation of health
services and:

(i) either:
(A) that purpose cannot be served by the disclosure of information that does not
identify the individual or from which the individual's identity cannot reasonably

be ascertained and it is impracticable for the organisation to seek the consent of
the individual for the disclosure, or
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(B) reasonable steps are taken to de-identify the information, and

(ii) if the information could reasonably be expected to identify individuals, the
information is not published in a generally available publication, and

(ii) the disclosure of the information is in accordance with guidelines, if any, issued
by the Privacy Commissioner for the purposes of this paragraph, or

(e) Training

the disclosure of the information for the secondary purpose is reasonably
necessary for the training of employees of the organisation or persons working
with the organisation and:

(i) either:

(A) that purpose cannot be served by the disclosure of information that does not
identify the individual or from which the individual's identity cannot reasonably
be ascertained and it is impracticable for the organisation to seek the consent of
the individual for the disclosure, or

(B) reasonable steps are taken to de-identify the information, and

(ii) if the information could reasonably be expected to identify the individual, the
information is not made publicly available, and

(ii) the disclosure of the information is in accordance with guidelines, if any, issued
by the Privacy Commissioner for the purposes of this paragraph, or

(f) Research

the disclosure of the information for the secondary purpose is reasonably
necessary for research, or the compilation or analysis of statistics, in the public
interest and:

(i) either:

(A) that purpose cannot be served by the disclosure of information that does not
identify the individual or from which the individual's identity cannot reasonably
be ascertained and it is impracticable for the organisation to seek the consent of
the individual for the disclosure, or

(B) reasonable steps are taken to de-identify the information, and

(ii) the disclosure will not be published in a form that identifies particular individuals
or from which an individual’'s identity can reasonably be ascertained, and

(ii) the disclosure of the information is in accordance with guidelines, if any, issued
by the Privacy Commissioner for the purposes of this paragraph, or

(g) Compassionate reasons
the disclosure of the information for the secondary purpose is to provide the

information to an immediate family member of the individual for compassionate
reasons and:

Port Stephens Council Privacy Management Plan 50

PORT STEPHENS COUNCIL

178




ORDINARY COUNCIL - 25 AUGUST 2020 - ATTACHMENTS

ITEM 12 - ATTACHMENT 1  REVISED PRIVACY MANAGEMENT PLAN.

(i) thedisclosure is limited to the extent reasonable for those compassionate
reasons, and

(ii) the individual is incapable of giving consent to the disclosure of the information,
and

(ii) the disclosure is not contrary to any wish expressed by the individual (and not
withdrawn) of which the organisation was aware or could make itself aware by
taking reasonable steps, and

(iv) if the immediate family member is under the age of 18 years, the organisation
reasonably believes that the family member has sufficient maturity in the
circumstances to receive the information, or

(h) Finding missing person

the disclosure of the information for the secondary purpose is to a law
enforcement agency (or such other person or organisation as may be
prescribed by the regulations) for the purposes of ascertaining the whereabouts
of an individual who has been reported to a police officer as a missing person,
or

(i) Suspected unlawful activity, unsatisfactory professional conduct or
breach of discipline

the organisation:

(i) hasreasonable grounds to suspect that:

(A) unlawful activity has been or may be engaged in, or

(B) a person has or may have engaged in conduct that may be unsatisfactory
professional conduct or professional misconduct under a the Health Practitioner
Regulation National Law (NSW), or

(C) an employee of the organisation has or may have engaged in conduct that may
be grounds for disciplinary action, and

(ii) discloses the health information as a necessary part of its investigation of the
matter or in reporting its concerns to relevant persons or authorities, or

(i) Law enforcement

the disclosure of the information for the secondary purpose is reasonably
necessary for the exercise of law enforcement functions by law enforcement
agencies in circumstances where there are reasonable grounds to believe that
an offence may have been, or may be, committed, or

(k) Investigative agencies
the disclosure of the information for the secondary purpose is reasonably

necessary for the exercise of complaint handling functions or investigative
functions by investigative agencies, or

() Prescribed circumstances

the disclosure of the information for the secondary purpose is in the
circumstances prescribed by the regulations for the purposes of this paragraph.

(2) An organisation is not required to comply with a provision of this clause if:

(a) the organisation is lawfully authorised or required not to comply with the
provision concerned, or
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(b) non-compliance is otherwise permitted (or is necessarily implied or reasonably
contemplated) under an Act or any other law (including the State Records Act
1998 ), or

(c) the organisation is an investigative agency disclosing information to another
investigative agency.

(3) The Ombudsman’s Office, Health Care Complaints Commission, Anti-
Discrimination Board and Community Services Commission are not required to
comply with a provision of this clause in relation to their complaint handling
functions and their investigative, review and reporting functions.

(4) Nothing in this clause prevents or restricts the disclosure of health information
by a public sector agency:

(a) to another public sector agency under the administration of the same
Minister if the disclosure is for the purposes of informing that Minister
about any matter within that administration, or

(b) to any public sector agency under the administration of the Premier, if the
disclosure is for the purposes of informing the Premier about any matter.

(5) If health information is disclosed in accordance with subclause (1), the person,
body or organisation to whom it was disclosed must not use or disclose the
information for a purpose other than the purpose for which the information was
given to it.

(6) The exemptions provided by subclauses (1) (k) and (2) extend to any public
sector agency, or public sector official, who is investigating or otherwise
handling a complaint or other matter that could be referred or made to an
investigative agency, or that has been referred from or made by an investigative
agency.

Council Policy

Council will only disclose health information under the following circumstances:
With the consent of the individual to whom the information relates; or
For the purpose for which the health information was collected or a directly

related purpose that the individual to whom it relates would expect; or
¢ If an exemption applies (HPP 11).

Health Privacy Principle 12

Identifiers

(1) An organisation may only assign identifiers to individuals if the assignment of
identifiers is reasonably necessary to enable the organisation to carry out any of
its functions efficiently.

(2) Subject to subclause (4), a private sector person may only adopt as its own
identifier of an individual an identifier of an individual that has been assigned by
a public sector agency (or by an agent of, or contractor to, a public sector
agency acting in its capacity as agent or contractor) if:
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(a) the individual has consented to the adoption of the same identifier, or
(b) the use or disclosure of the identifier is required or authorised by or under law.

(3) Subject to subclause (4), a private sector person may only use or disclose an
identifier assigned to an individual by a public sector agency (or by an agent of,
or confractor to, a public sector agency acting in its capacity as agent or
contractor) if:

(a) the use or disclosure is required for the purpose for which it was assigned or for
a secondary purpose referred to in one or more paragraphs of HPP 10 (1) (c)-
(k) or 11 (1) (c)-(I), or

(b) the individual has consented to the use or disclosure, or

(c) the disclosure is to the public sector agency that assigned the identifier to
enable the public sector agency to identify the individual for its own purposes.

(4) If the use or disclosure of an identifier assigned to an individual by a public
sector agency is necessary for a private sector person to fulfil its obligations to,
or the requirements of, the public sector agency, a private sector person may
either:

(a) adopt as its own identifier of an individual an identifier of the individual that has
been assigned by the public sector agency, or

(b) use ordisclose an identifier of the individual that has been assigned by the
public sector agency.

Council Policy

Council will only give an identification number to health information if it is reasonably
necessary for Council to carry out its functions effectively (HPP 12).

Health Privacy Principle 13

Anonymity

Wherever it is lawful and practicable, individuals must be given the opportunity to not
identify themselves when entering into fransactions with or receiving health services
from an organisation.

Council Policy

Council will provide health services anonymously where it is lawful and practical
(HPP 13).

Health Privacy Principle 14

Transborder data flows and data flow to Commonwealth agencies.

An organisation must not transfer health information about an individual to any
person or body who is in a jurisdiction outside New South Wales or to a
Commonwealth agency unless:

(a) the organisation reasonably believes that the recipient of the information is
subject to a law, binding scheme or contract that effectively upholds principles
for fair handling of the information that are substantially similar to the Health
Privacy Principles, or
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(b) the individual consents to the transfer, or

(c) the transfer is necessary for the performance of a contract between the
individual and the organisation, or for the implementation of pre-contractual
measures taken in response to the individual's request, or

(d) the transfer is necessary for the conclusion or performance of a contract
concluded in the interest of the individual between the organisation and a third

party, or

(e) all of the following apply:

(i) the transfer is for the benefit of the individual,

(ii) it is impracticable to obtain the consent of the individual to that transfer,

(ii) if it were practicable to obtain such consent, the individual would be likely to
give it, or

(f) the transfer is reasonably believed by the organisation to be necessary to
lessen or prevent:

(i) a serious and imminent threat to the life, health or safety of the individual or
another person, or

(ii) a serious threat to public health or public safety, or

(g) the organisation has taken reasonable steps to ensure that the information that
it has transferred will not be held, used or disclosed by the recipient of the
information inconsistently with the Health Privacy Principles, or

(h) the transfer is permitted or required by an Act (including an Act of the
Commonwealth) or any other law.

Council Policy

Council will only transfer personal information out of New South Wales if the
requirements of Health Privacy Principle 14 are met.

Health Privacy Principle 15

Linkage of health records

(1) An organisation must not:

(a) include health information about an individual in a health records linkage system
unless the individual has expressly consented to the information being so
included, or

(b) disclose an identifier of an individual to any person if the purpose of the
disclosure is to include health information about the individual in a health
records linkage system, unless the individual has expressly consented to the
identifier being disclosed for that purpose.

(2) An organisation is not required to comply with a provision of this clause if:

(a) the organisation is lawfully authorised or required not to comply with the
provision concerned, or

(b) non-compliance is otherwise permitted (or is necessarily implied or reasonably
contemplated) under an Act or any other law (including the State Records Act
1998), or

(c) the inclusion of the health information about the individual in the health records
information system (including an inclusion for which an identifier of the
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individual is to be disclosed) is a use of the information that complies with HPP
10 (1) (f) or a disclosure of the information that complies with HPP 11 (1) (f).

(3) In this clause:

health record means an ongoing record of health care for an individual.

health records linkage system means a computerised system that is
designed to link health records for an individual held by different organisations
for the purpose of facilitating access to health records, and includes a system or
class of systems prescribed by the regulations as being a health records linkage
system, but does not include a system or class of systems prescribed by the
regulations as not being a health records linkage system.

Council Policy

Council will only include health information in a system to link health records across
more than one organisation if the individual to whom the health information relates
expressly consents to the link (HPP 15).

Port Stephens Council Privacy Management Plan 55

PORT STEPHENS COUNCIL

183




ORDINARY COUNCIL - 25 AUGUST 2020 - ATTACHMENTS

ITEM 12 - ATTACHMENT 1  REVISED PRIVACY MANAGEMENT PLAN.

PART 5 — IMPLEMENTATION OF THE PRIVACY MANAGEMENT PLAN

5.1 Training Seminars/Induction

During induction, all employees are be made aware that the performance
management system has the potential to include personal information on their
individual work performance or competency.

Councillors, all staff of the Council including staff of council businesses, and
members of council committees should be acquainted with the general provisions of
the PPIPA, the HRIPA and in particular, the 12 Information Protection Principles
(IPPs), the 15 Health Privacy Principles (HPPs), the Public Register provisions, the
Privacy Code of Practice for Local Government, this Plan and any other applicable
Code of Practice.

All new employees are required to complete on line privacy training as part of their
probation period and also attend privacy training at the induction. Ongoing privacy
training is provided to those employees who are responsible for handling personal
information.

5.2 Responsibilities of the Privacy Contact Officer

The Public Officer within Council is responsible for the role of the Privacy Contact
Officer.

In order to ensure compliance with PPIPA and the HRIPA, the Privacy Contact
Officer or Council's legal services area will review all contracts and agreements with
consultants and other contractors, rates notices, application forms of whatsoever
nature, and other written requests by which personal information is collected by
Council, to ensure that Council is in compliance with the PPIPA.

The Privacy Contact Officer will ensure Council in its public areas has special
provisions for working with computer screens. Computer screens may require:

. fast screen savers;
. face the computers away from the public; or

. only allow the record system to show one record at a time.

Council’s electronic databases should also be reviewed to ensure that they contain
procedures and protocols to check the accuracy and currency of personal and health
information.

The Privacy Contact Officer will also provide opinions within Council as to:

(i) Whether the personal or heath information is collected for a lawful purpose;

(ii)  If that lawful purpose is directly related to a function of Council; and

(iii) Whether or not the collection of that personal or heath information is reasonably
necessary for the specified purpose.
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PART 7 — OTHER RELEVANT MATTERS

7.1 Contracts with consultants and other private contractors

It is necessary to have specific provisions to protect the Council in any dealings with
private contractors.

7.2 Confidentiality

The obligation of confidentiality is additional to and separate from that of privacy.
Nevertheless, a duty to withhold information lies at the heart of both concepts.
Confidentiality attaches to information per se, personal or health information to the
person to whom that information relates.

An obligation of confidentiality exists for all employees whether express or implied as
a matter of law.

Information which may be confidential is also likely to have a separate and
independent obligation attaching to it in the form of privacy and in that regard, a
release for the purposes of confidentiality will not suffice for privacy purposes. Two
separate releases will be required and, in the case of privacy, the person to whom
the information relates will be required to provide the release.

7.3 Misuse of personal or health information
Section 664 of the LGA makes it an offence for anyone to disclose information except
in accordance with that section. Whether or not a particular disclosure is made with

lawful excuse is a matter that requires legal opinion from case to case.

7.4 Regular review of the collection, storage and use of personal
or health information

The information practices relating to the collection, storage and use of personal or
health information is reviewed from time to time. Any new program initiatives will be
incorporated into the review process with a view to ascertaining whether or not those
programs comply with the PPIPA.

7.5 Regular review of Privacy Management Plan

When information practices are reviewed from time to time, the Privacy Management
Plan will also be reviewed to ensure that the Plan is up to date.

7.6 Alternative complaints process

Should any person wish to have an issue resolved informally, the matter can be
considered in accordance with Council's Complaints Handling policy. This policy is
available from Council's website.

Port Stephens Council Privacy Management Plan 60

PORT STEPHENS COUNCIL 188



ORDINARY COUNCIL - 25 AUGUST 2020 - ATTACHMENTS

ITEM 12 - ATTACHMENT 1  REVISED PRIVACY MANAGEMENT PLAN.

PORT STEPHENS COUNCIL 189




ORDINARY COUNCIL - 25 AUGUST 2020 - ATTACHMENTS

ITEM 12 - ATTACHMENT 1  REVISED PRIVACY MANAGEMENT PLAN.

Appendix 1: Statutory Declaration for access under Section 57 of the Privacy
and Personal Information Protection Act 1998 to a Public Register held by

Council

Statutory Declaration

Oaths Act, 1900, Eighth Schedule

, the undersigned

of @

(1) insert full name

(2) insert address

in the State of New South Wales, do solemnly and sincerely declare that:

lam & (3) insert relationship, if
any, to person inquired
about

| seek to know whether @ (4) insert name

is on the public register of © (5) Applicant to describe
the relevant pUD“C
public register

The purpose for which | seek this information is ®© (6) insert purpose for
seeking information

The purpose for which the information is required is to ") (7) insert purpose

And | make this solemn declaration conscientiously believing the same to be true and
by virtue of the Oaths Act 1994.

Declared at:
in the said State this

in the presence of

Signature of Applicant

day of 20

Name of Justice of the Peace/Solicitor
Who certifies that:
1. *I saw the face of the declarant/deponent OR
*| did not see the face of the declarant/deponent because he/she was wearing a
face covering, but | am satisfied that he/she had a special justification for not
removing it, and
2. "l have known the person for atleast 12 months OR
*| confirmed the person’s identity with .
[describe identification document relied on]

Signature of Justice of the Peace/Solicitor to be printed
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Version

Date

Author

Details

Minute No.

4.0

28 March 2017

Govemance Manager

1. A full compliance
review of Plan
including the
Information &
Privacy
Commission
checklist

2. Remove
appendices 2 to 6.

3. Insert new
appendix 2 with a
privacy disclaimer
which replaces
those listed in item
2 above.

4. Update appendix 1

with the privacy
disclaimer.

5. Reformat public
registers into a
table for ease of
reading page 8 &
9.

6. Delete section 2.5
purpose of public
register — now
includes within the
table listed in item
5 above.

7. Reformatted
Privacy Code of
Practice in Local
Government and
Council policy
section in Part 3,
into a table for
ease of reading,
from page 13 on.

8. Reformatted
Council policy
section in Part 3,
into a table for
ease of reading,
from page 38 on.

9. Updated contact

details on page 56.

069
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Version | Date Author Details

Minute No.

5.0 Govemance Section 1. A full compliance
Manager review of Plan
including the
Information &
Privacy
Commission
checklist

2. Section7.6
updated contact
information and
the privacy
disclosure
statement

3. Added ‘Section’
to reflect
amended position
title in version
control

4. Part 3.6 added 20
working and
removed
reference to 28
days.

5. Section 3:10
external and
related bodies
added ‘Council
employees’

6. Section5.3
included
‘Information and
Privacy
Commission’ and
removed ‘Office
of the Privacy
Commission’

7. Inpart 2 added
‘Code of practice’
and added
hyperlinks to
website in the
legislative table
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Version

Date

Author

Details

Minute No.

8.

10.

1.

In Part 3,
removed
reference to
Coastal
Protection Act
and updated to
Coastal
Management Act
2016

In Part 3, updated
Director
General's position
title to Deputy
Secretary of
Local
Government,
Planning and
Policy

In part 3.2 and
3.3 updated Land
Title's Office to
Land Registry
Services

In part 3.11
added ‘utility
provider' to
agency types.
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